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Active Directory Vulnerabilities
and Mitigation Tactics

That Active Directory you’re saddled with? Chances are you didn’t design or
implement it. So how can you be sure it will hold up to today’s threats? It
helps to understand security vulnerabilities and ways to mitigate risk.

@ Security vulnerabilities Is my Active Directory secure?

AD is a rich attack surface With common security issues

e AD Forests are 14 years old on average?

e Passwords set to never expire

1) of Fortune 1000 .
9 5 /o companies use AD' e |nactive user accounts

e Unnecessary elevated permissions

e Lack of governance

e Lack of AD disaster recovery planning

Are you prepared?
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of IT pros are “not very well” or
“not at all” prepared for threats?

@ Attack vectors and methods How am | most vulnerable?

Over 80% of breaches involve
ceccccce } brute force, or the use of lost or
stolen credentials*

807

The problem could be your AD management...

s Read access té9 GPOs
- A good idea in 1999; not so @f Unused or neglected GPOs are
much anymore iy susceptible to attacks

AQ? Bad passwords Groups
L 26% of users have weak or Watch out for empty, forgotten

commonly used passwords or unmanaged groups
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...or your AD access

User accounts Service account dangers
e Too many rights e Old passwords no longer used
e Poor group management e Over permissioned

e Unconstrained delegation e Unconstrained delegation

Forgotten test user accounts

e Password set to never change

e Easily guessable password

e Password set using outdated
password policy

@ g# écl!(e:;‘%sdci)allig‘lrl‘tlgatlon How can I reduce my risk?

Monitor your Active ‘ ‘_— Manage service accounts
Directory / :
T @ e Perform yearly audits
e Audit changes such as logons, e Use limited access rights
group membership, and any e Rotate passwords
object modification
Follow sound user Work with HR on role-based
[ _____ ] account management = @ security practices
| w—— -
e Use a password manager with e Automate rights based on
complex passwords HR system
e Never use dictionary words e Only grant permissions
or old passwords you need

e Educate users on best practices

()  Set up a fortified "), Guard computers with most
& administration - access to secure system
management system Y e Use privileged access
e Use an enhanced security workstations (PAWSs) on
admin environment hardened computers
damage of compromise accounts the internet

Actively manage AD Groups

e Understand who’s in a group
and audit regularly

e Remove old, underused or
unused groups

e Understand groups across AD

@ Disaster recovery

& Restore quickly.
You need a way to quickly
Mistakes happen. .. restore your AD at the object and
When a disaster like a How do | attribute level, the directory level
cyber attack or recover from and the operating system level

ransomware strikes your an attack? across the entire forest.
AD, every second counts.

Plan for disaster.

Before an attack occurs, create a virtual lab to
demonstrate and execute a complete disaster

recovery plan so you're prepared when disaster strikes.

@ Quest for AD management and security

184 AD accounts managed

S AD accounts audited
million

Whether you’re running AD, Azure AD or a hybrid AD environment, Quest is your go-to
vendor for everything Active Directory. With Quest, you have one partner and one set of
tools to address all of your AD migration, management and cybersecurity resilience needs.

Visit www.quest.com/solutions/active-directory to get started.
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