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• Make sure all important/privileged role changes are monitored. 

• Track changes to Azure AD groups that are linked to Azure AD Roles 
(public preview per Nov 2020).

• And make sure to include monitoring of the OnPrem AD groups to control role membership 
when Microsoft make this feature available

• OnPrem AD Privileged groups such as Domain Admins, Account Operators etc 

1. Changes to important roles 
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1. Changes to important roles

Unified Audit log

Azure AD audit log

No easy way to 
filter out and 
focus on only the 
roles you want to 
audit

Export to CSV or JSON
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• Groups are a familiar concept for granting access in the OnPrem world

• New group types were introduced, such as Microsoft 365 groups which can control access to 
valuable data

• Azure B2B makes it possible to include external parties in groups, such as customers and 
vendors

• Dont forget to monitor your Hybrid AD Security groups, since access to sensitive data in the 
cloud can be initiated from OnPrem AD

2. Changes to groups
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2. Changes to groups
Unified Audit log

Azure AD audit log

No easy way to 
filter out and 
focus on only the 
group you want to 
audit

Export to CSV or JSON
Data can be 
exported CSV or 
JSON but difficult to 
filter
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2. Changes to groups
OnPrem synced group from domain controller security log

Make sure you get audit events from 
all DCs and understand who changed 
what from where and when
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• Azure AD Enterprise Applications are critical resources, changes can break the apps and have 
negative impact on the organisation

• Track and analyse changes to these critical Azure AD objects both the Application and the 
Service Principal

• This requires multiple searches in the Azure AD Audit log, both in ApplicationManagement and 
UserManagement categories, under UserManagement you need to include these activities :

– Add app role assignment to user
– Create application password for user 
– Delete application password for user 
– Remove app role assignment from user 
– Review app assignment 

3. Changes to applications
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• Monitor the creation of resources. Resources are also created non-explicitly such as when 
creating a Team, many other resources are created such as mailbox, Sharepoint site and a 
Onenote notebook

• Track type and number of resources that get created in Azure, to maintain control and ensure 
they are created according to policy

• The Unified Audit log can be used here, however it requires multiple queries and exports to get 
a complete view across all workloads

4. Resource
creation
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• Sharepoint Online and Onedrive introduced new risk around data sharing

• Anonymous sharing

• B2B Guest external access unawareness

5. Sharing of important files and 
anonymous links
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5. Sharing of important files and 
anonymous links

Unified Audit log
These events can be very 
interesting to look at more 
than 90 days back 

Unified Audit log
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• Teams usage have exploded as the Pandemic began to spread

• Teams makes it very easy to share content with each other –
also for guests from outside the organisation

• A team is made up of a set of user accounts in Azure AD, an Microsoft 365 group in Azure AD, a 
distribution list in Office 365, a mailbox and a SharePoint site that stores the data

• Adding an external user to a Team creates a new user account in your Azure AD tenant (B2B)

6. Guest access in Teams 
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6. Guest access in Teams 
Azure AD Audit log

• Service — Core Directory 

• Category — UserManagement 

• Activity — Add user 

External guests can be identified by looking for 
#EXT in the username

Unified Audit log

You need to review multiple 
events, to identify the 
guests added
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• Teams facilitates collaboration by making it easy for users to create and delete teams. But 
native tools dont make it easy for admins to keep it all under control

• Rights for users to create new Teams can be removed, but requiring all users to go through IT 
for new group creation

• Admins can also delete 365 groups belonging to Teams mistakenly ending with
a confusing error as below for the business user

7. Teams being created or deleted
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7. Teams being created or deleted
Unified Audit log

Export and view in Excel

Azure AD Audit log

Service:Core Directory
Category:Group Management
«Microsoft Teams Service» in initated 
by(actor)

To find changes not made through the Teams interface, 
search for the group directly, look for the groupname in 
«Targets» field 
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• Users and admins can set forwarding on Exchange mailboxes

• Forwarding inbound mail while leaving mail in the mailbox

• Forwarding can be perfectly harmless but many admins really want to pay attention to this to 
catch changes that suggest malicious activities

8. Forwarding of inbound email messages 

Unfortunately, the audit logs in AAD and Office 365 do not allow for direct searches on those 
changes. You need to export the entire changelog from ExO to a CSV, then search for exported 
events containing {“name”:”DeliverToMailboxAndForward”,”value”:”True”} in parameters 
field, to return the desired events.
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• Non-owner email activity is common in large organizations, since administrative assistants 
often need access to the email accounts of the executives they support, or multiple employees 
monitor shared mailboxes, such as customer support mailboxes

• But, it can also be seriously misused to read data in sensitive mailboxes, while organisations 
trust their mail admins they must also look out for rogue activity

• If an executive assistants account is compromised, an attacker could get access to your
CEOs mailbox

9. Non-owner mailbox activity
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9. Non-owner mailbox activity

Export and view in Excel

Unified Audit log
You can review the most 
common types of non-
owner events by 
including the following 
options
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• Tracking failed logins is key. Lockouts frustrates users, but failed logins can indicate
malicious activity, such as brute force password activity.

• On Premises failed logins is stored in the security logs on all DCs, in Azure these are found in 
the Azure audit logs. They can be searched,
but it can be hard to get an overview
and determine the patterns.

10. Failed sign-in attempts



quest.com | confidential Where Next Meets Now.

What if you didn’t have to struggle with 
all the shortcomings of the native 
auditing tools for Office 365 and Azure?
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• Full hybrid/cloud auditing – ONE 
view

• Track OnPrem logon activity for 
complete Hybrid overview

• Modern Search UI with interactive 
data visualizations

• Stores your data for up to 10 years

On Demand Audit Hybrid Suite
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On Demand Audit Hybrid Suite
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On Demand Audit – Azure failed sign-ins
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Get control and insight into Teams
OnPrem auditing here too!
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Comparing Quest with native auditing
Critical auditing requirement Native

Alert on suspicious events regardless of whether they occur on prem or cloud X 
Cut through raw data and see only what is important for the change/activity X 
Flexible search on any event or any field, including by actor, changed attributes, activity 
details or cloud-only objects X 

Normalize view of all user activity, on prem and in the cloud X 

Keep audit data for up to 10 years to satisfy internal policies and external compliance regulations X 
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QUESTions?
Active Directory & Office 365 management
End-to-end support for your next Microsoft 
challenge
For more information on O365, Hybrid O365 check out our solutions pages:

https://www.quest.com/solutions/microsoft-platform-management/

Feel free to reach out to me with any questions.

Geir.Aasen@quest.com

https://www.quest.com/solutions/microsoft-platform-management/
mailto:Geir.Aasen@quest.com
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