
Microsoft 365 has hundreds of millions of monthly subscribers  
and shows strong continued growth. While Microsoft does offer 
M365 backup, its features may not meet all your needs and the 
cost may break your budget. On top of that, you'll need a 
separate backup solution for the rest of your data.

Microsoft 365 data is just as susceptible to accidental changes, 
deletions, malware and cyberattacks as your on-premises data. 
Data loss and damage results in lost revenue, lost business 
productivity and, worse, lost customers. Plus, using different 
backup solutions for your M365 data and your on-premises data 
drives up complexity and cost.

SO WHAT’S AT RISK?

MIcrosoft 365 is one of the most relied-upon applications used 
today. Data loss due to human error, ransomware attacks and 
simple disasters impacts existing customers as well as potential  
customers. Microsoft 365 data loss affects your entire organization. 

Thousands of organizations around the  globe simplify data 
protection and reduce risk every day using NetVault Plus. You can 
create flexible backup and recovery policies for all your Microsoft 
365 applications and data. 

NetVault Plus can be installed either in the data center or in the 
Azure Cloud to protect Microsoft 365. To install NetVault Plus, visit 
the Azure Marketplace.

Protecting Microsoft 365 
with Quest® NetVault® Plus
Simplify protection and recovery of your business-critical data.

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/quest.quest_netvault_backup?tab=Overview
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THE CONTROL YOU NEED 

With NetVault Plus, you select what to 
backup and restore, and to where — in the 
data center, in Azure or in another public 
cloud. NetVault Plus provides full and 
incremental backups, as well as granular 
restore, of all your Microsoft 365 data, 
including: 

• Exchange Online individual, shared
and resource mailboxes as well as
individual emails and attachments

• OneDrive folders and files

• SharePoint Online site and sub-site
protection at a full site or granular level

• Entra ID users, groups and
service principals

• Teams full configuration and logic
at a team level, as well as individual
objects including files, members,
channel conversations and more.

• Calendars including groups and
events

WHAT’S IN IT FOR YOU?

NetVault Plus simplifies data protection and 
provides peace of mind, ensuring that your 
Microsoft 365 data is protected for as long 
as your compliance requirements dictate.  
By storing backup copies of your data 
outside of the Microsoft 365 environment, 
you can quickly and easily recover data from 
accidental deletion, corruption, ransomware 
attacks and even natural disasters.

NETVAULT PLUS KEY FEATURES

Physical and virtual support

Protect physical and virtual servers with a 
single solution that scales to thousands of 
VMs — including VMware, Hyper-V, Red 
Hat and Nutanix environments.

Enterprise-wide control

Configure, manage and monitor all 
operations with a web-based console 
and intuitive workflows.

Ransomware protection

Netvault Plus offers data immutability 
such that backup data cannot be 
overwritten, changed, or deleted outside 
of the required retention settings.

Powerful catalog search

Search through millions of backed up 
objects in seconds to speed recovery.

NetVault Plus protects 
all your M365 data, 
along with all your 
other applications and 
data.

Run NetVault Plus right in Azure to protect Microsoft 365.
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NetVault Plus reduces overall downtime 
by accelerating data restores. Plus, it 
delivers excellent performance with 
multithreading and multistreaming.
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Broad application and data protection

Single solution for Microsoft 365, as well 
as your on-premises applications, 
including: Exchange, SQL, SharePoint, 
Oracle, DB2, SAP, SAP HANA, MongoDB, 
Sybase, Teradata, Domino and more.

Continuous Data Protection (CDP)

Reduce risk of data loss with infinite 
incremental backups.

Synthetic full backups

Once an initial full backup is completed, 
subsequent incremental-forever  
backups only need to backup new or 
changed data. This reduces the overall 
time for backups to complete, as well as 
reduces the bandwidth consumed by 
backup data.

Certificate based authentication

Allows users to authenticate to Microsoft 
365 via an access/refresh token pair 
from Microsoft 365 for improved security.

Entra ID support
Log into NetVault Plus using your Entra ID 
single sign-on credentials, and assign 
roles based on privileges.

App-aware storage array snapshots

Perform significantly easier and faster 
backups with RTOs and RPOs that meet 
demanding business needs.

Extensive storage options

Back up to Azure cloud object storage 
as well as a wide range of other storage 
targets.

Strong security

Meet regulatory requirements with 
an encryption plug-in for CAST-128, 
AES-256 or CAST-256 support.

FIPS-certified data security

Address government data security 
requirements with the NetVault Plus 
Crypto Module, certified for FIPS 
140-2 Level.

Global data deduplication

Accelerate your backups and recovery 
while reducing backup storage 
requirements and costs by up to 93%. 
Replicate to another site faster and safer 
for disaster recovery and long-term data 
retention.

Multi-tenant architecture

Protect multiple Microsoft 365 tenants 
using a single plugin. Special MSP  
licensing and pricing available.

CONCLUSION

Every day, more organizations are 
adopting Microsoft 365 for the many 
benefits it provides. But ultimately, 
comprehensive data protection and 
compliance is your responsibility. 
NetVault Plus is a powerful, flexible and 
cost-effective solution that helps ensure 
your Microsoft 365 data is protected and 
recoverable in case of accidental 
changes or deletion, viruses, 
ransomware and other malware.

To learn more about NetVault Plus, visit 
the NetVault Plus website or start a free 
30-day trial.

NetVault  Plus protects 
all your Microsoft 365 
data, including Exchange 
and SharePoint Online, 
OneDrive, Entra ID, 
Teams and Calendars.

https://www.quest.com/register/121431/
https://www.quest.com/products/netvault/
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ABOUT QUEST

Quest creates software solutions that make the benefits of new technology real in an increasingly complex IT landscape. From 
database and systems management, to Active Directory and Office 365 management, and cyber security resilience, Quest helps 
customers solve their next IT challenge now. Around the globe, more than 130,000 companies and 95% of the Fortune 500 count on 
Quest to deliver proactive management and monitoring for the next enterprise initiative, find the next solution for complex Microsoft 
challenges and stay ahead of the next threat. Quest Software. Where next meets now. For more information, visit www.quest.com.

© 2024 Quest Software Inc. ALL RIGHTS RESERVED.

This guide contains proprietary information protected by copyright. The software described in this guide is furnished under a soft-
ware license or nondisclosure agreement.  This software may be used or copied only in accordance with the terms of the applicable 
agreement.  No part of this guide may be reproduced or transmitted in any form or by any means, electronic or mechanical, includ-
ing photocopying and recording for any purpose other than the purchaser’s personal use without the written permission of Quest 
Software Inc.

The information in this document is provided in connection with Quest Software products. No license, express or implied, by estoppel 
or otherwise, to any intellectual property right is granted by this document or in connection with the sale of Quest Software prod-
ucts. EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS PRODUCT, 
QUEST SOFTWARE ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY 
RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR 
A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL QUEST SOFTWARE BE LIABLE FOR ANY DIRECT, INDI-
RECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR 
LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE 
THIS DOCUMENT, EVEN IF QUEST SOFTWARE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest Software 
makes no representations or warranties with respect to the accuracy or completeness of the contents of this document and reserves 
the right to make changes to specifications and product descriptions at any time without notice. Quest Software does not make any 
commitment to update the information contained in this document.

Patents

Quest Software is proud of our advanced technology.  Patents and pending patents may apply to this product.   For the most current 
information about applicable patents for this product, please visit our website at www.quest.com/legal 

Trademarks

Quest, NetVault Plus and the Quest logo are trademarks and registered trademarks of Quest Software Inc. For a complete list of 
Quest marks, visit www.quest.com/legal/trademark-information.aspx. All other trademarks are property of their respective owners.

If you have any questions regarding your potential use of this material, contact:

Quest Software Inc. 
Attn: LEGAL Dept 
4 Polaris Way 
Aliso Viejo, CA 92656

Refer to our website (www.quest.com) for regional and international office information.

https://www.quest.com/legal/trademark-information.aspx

	Untitled



